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Subject: FortiAnalyzer drops logs sent from FortiGate devices
Product: FortiAnalyzer
Description:

A FortiAnalyzer running 5.2.6 may stop receiving logs from all devices if all the following
conditions are met:

(1) FortiGate devices are registered as an HA cluster before or after the upgrade to 5.2.6.
(2) After the HA cluster registration, the slave device has not been deleted.
(3) The slave device has a lower system generated object ID (OID) than the cluster OID.

To verify:

# diag dvm device list

TYPEOID SN HA IP NAME ADOM FIRMWARE
faz enabled 164  FG3K6C3A00000001 a-p 1.1.1.1 devicel root 5.0 MR2 (685)
|- STATUS: db: unknown; conf: unknown; cond: unknown; dm: none; conn: unknown
HA cluster member: FG3K6C3A00000001 (slave 0)
HA cluster member: FG3K6C3A00000002 (slave 1)
|- vdom:[3]root flags:0 adom:root pkg:[never-installed]
faz enabled 125  FG3K6C3A00000002 - 1.1.1.1 device2 root 5.0 MR2 (685)
|- STATUS: db: unknown; conf: unknown; cond: unknown; dm: none; conn: unknown
|- vdom:[3]root flags:0 adom:root pkg:[never-installed]
---End device list---
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The example above shows device2 with an object ID of 125 and that of devicel is 164.
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If the FortiAnalyzer device list is verified prior to upgrade to 5.2.6 and a slave device is present
as shown above, it can be deleted using the steps as defined in the workaround section of this

CSB. Once the device has been removed, the FortiAnalyzer can be upgraded to 5.2.6 without
the risk of encountering this issue.

Possibly Affected Products:

FortiAnalyzer 5.2.6

Remedy:

FortiAnalyzer 5.2.7, estimated to be released between April 20 to 21, 2016.
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Workaround:

You can restore logging functionality by deleting the slave units which have lower OID numbers
and then rebooting the FortiAnalyzer. To delete the units, from GUI\Device Manager\<right
click on the device>\delete.
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Technical Support Contact Information:
http://www.fortinet.com/support/contact_support.html

Fortinet technical support home page: https://support.fortinet.com
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